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Challenge: Constrained loT

Constrained nodes (RFC 7228):

Characteristic Class0 Class1 Class?2

Data size [KiB] <10 ~ 10 ~ 50
Codesize [KiB] <« 100 ~100 ~250
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Possible Solutions for Encrypted DNS

DNS over HTTPS DNS over TLS
(RFC 8484) (RFC 7858)
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Possible Solutions for Encrypted DNS

Our proposal: DNS over CoAP
(https://datatracker.ietf.org/doc/
draft-ietf-core-dns-over-coap/)

Encrypted communication based on DTLS or OSCORE
Block-wise message transfer provides message
segmentation

En-route caching mitigates high link layer packet loss
Share system resources with CoAP applications

- Same socket and buffers can be used
- Re-use of the CoAP retransmission mechanism
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CoAP: The Constrained Application Protocol
“REST over UDP” ~ The HTTP for loT

GET /temp?unit=°C

2.05 Content “22.5°C"

POST /light “ON”"

2.04 Changed
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CoAP Security Modes

DTLS Datagram Transport Layer Security (=~ TLS over UDP)

Encrypted Transport
- S
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CoAP Caching

Client Cache Server
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CoAP Caching

Server

On client node
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CoAP Caching

Client Server

On proxy node
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CoAP Caching

Caching provides decoupling from packet loss

GET /td GET /td

A\ 4
A 4

2.05 Content

. ‘Max-Age: 500, ETag: 0x19
Cllent Cache aB86840636£6e74657874782168747470 Server

733a2f2f7777772e77332e6£72672£32
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CoAP Caching

What if cache entry goes stale?

GET /td

X Max-Age: 500
ETag: 0x19

Client Cache Server
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CoAP Caching

What if cache entry goes stale?

GET /td GET /td

ETag: 0x19

X Max-Age: 500
ETag: 0x19

Client Cache

A\ 2

Server
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CoAP Caching

Cache validation reduces data overhead

GET /td

A\ 4

GET /td

A\ 2

ETag: 0x19

2.03 valid
X Max-Age: 500 %
Client ETEES @il Max-Age: 1200, ETag: 0x19¢q v ar
Cache
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CoAP Caching

Cache validation reduces data overhead

GET /td

\ 4

GET /td

A\ 2

ETag: 0x19

2.03 Vvalid
o/ Max-Age: 1200 <
Client Eiie0x75 Max-Age: 1200, ETag: 0x19¢q v ar
Cache
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CoAP Caching

Cache validation reduces data overhead

GET/td [ GET /td
N~ A ETag: 0x19

2.05 Content ~— 2.03 Valid
¢ < / Max-Age: 1200 <
. _.Max-Age: 1200, ETag: 0x19 —ETag 019 =" Max-Age: 1200, ETag: 0x19
Cllent a86840636f6e74657874782168747470 Cache Server

733a2f2f7777772e77332e6£72672£32

\
\
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CoAP Caching

Cache validation reduces data overhead

Orthogonal to DNS caching!

w o

reeTTe =

/Max Age: 1200

Max- -Age: 1200, ETag: 0x19w Max-Age: 1200, ETag: 0x19

verrTrer

C I e nt a86840636£6e74657874782168747470 Ca che

733a2f2f7777772e77332e6£72672£32

Server
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Outline

Design Guidance from loT DNS Traffic
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Data Corpus for loT DNS Traffic Analysis

loT data sets IXP data set
YourThings' || loTFinder? MonloTr3 i selcentral ElraneaniXe
+ Collected throughout 2019 * Collected January 2022
* DNS & mDNS (DNS-SD) traffic * DNS only
* 90 consumer devices from 50 vendors * Sampling rate: 1/16000 pkts.
+ 0.2 million queries * 1.6 million queries
* 1.3 million responses + 2.4 million responses
*+ 2336 unique queried names * Names anonymized to lengths

0. Alrawi, C. Lever, M. Antonakakis, and F. Monrose. 2019. SoK: Security Evaluation of Home-Based loT Deployments. In IEEE S&P
2019. 1362-1380.

2R. Perdisci, T. Papastergiou, O. Alrawi, and M. Antonakakis. 2020. loTFinder: Efficient Large-Scale Identification of loT Devices via
Passive DNS Traffic Analysis. In /EEE EuroS&P 2020. 474-489.

3J. Ren, D.J. Dubois, D. Choffnes, A.M. Mandalari, R. Kolcun, and H. Haddadi. 2019. Information Exposure for Consumer loT Devices: A
Multidimensional, Network-Informed Measurement Approach. In Proc. of the Internet Measurement Conference (IMC). ACM.
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DNS loT Traffic: Name Lengths

TIoT
<6
% Length of domain names [chars]
£'4
g Data set Min Max Mean Std. Dev. Median
Q2
e YourThlngs 2 83 245 9.7 24
! ! ! ! ! ! T T loTFinder 7 82 26.8 10.5 24
IXP MonloTr 9 83 27.1 14.7 23
loT total 2 83 25.9 1.3 24
IXP 0 68 26.1 1.7 25
L
T U U T T T T T
10 20 30 40 50 60 70 80
Name length [characters]
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DNS loT Traffic: Name Lengths

TIoT
<6
% Length of domain names [chars]
24
g Data set Min Max Mean Std. Dev. Median
Q2
0 e 1 YourThings 2 83 245 9.7 24
s ! ! ! ! ! ! T T loTFinder 7 82 26.8 10.5 24
IXP MonloTr 9 83 27.1 14.7 23
=97 loTtotal 2 83 (259 1.3 24
24
& IXP 0 68 |26.1 1.7 25
A 21
o-HLtbf 1 1 1 f f T T
10 20 30 40 50 60 70 80
Name length [characters]
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DNS loT Traffic: Name Lengths

IoT
’_=.‘6_
% Length of domain names [chars]
£y
g Data set Min Max Mean Std. Dev. Median
Q2

e 1 YourThings 2 83 245 9.7 24

g ! ! ! ! ! ! T T loTFinder 7 82 26.8 10.5 24

IXP MonloTr 9 83 27.1 14.7 23
=97 loTtotal 2 83 (259 13 24
.“:4_ ) 7‘) ‘)
& IXP 0 68 |26.1 1.7 25
A 21
0 L T T

T T T T T T
10 20 30 40 50 60 70 80
Name length [characters]
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DNS loT Traffic: Name Lengths

TIoT
<6
% Length of domain names [chars]
£'4
g Data set Min Max Mean Std. Dev. Median
Q2
e YourThlngs 2 83 245 9.7 24
! ! ! ! ! ! T T loTFinder 7 82 26.8 10.5 24
IXP MonloTr 9 83 27.1 14.7 23
loT total |2 83 25.9 1.3 24
IXP |0 68| 26.1 1.7 25
L
T U U T T T T T
10 20 30 40 50 60 70 80
Name length [characters]
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DNS IoT Traffic: Name Lengths

317

* loT names similar to general Internet names

« Long names common because of cloud services and
CDN names (e.g. e123.abcd.akamaiedge.net)

T e T

T
0 10 20 30 40 50 60 70 80
Name length [characters]
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DNS loT Traffic: Queried Record Type

Queried loT Devices
Record Type w/ mDNS w/o mDNS IXP
A 53.6% 75.8% 64.5%
AAAA 16.4% 23.5% 17.6%
ANY 8.2% — 1.7%
HTTPS — —  9.1%
NS — — 0.7%
PTR 19.6% 03% 1.8%
SRV 1.0% — 0.4%
TXT 1.2% 0.1% 0.7%
Other <0.1% 0.3% 3.5%
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DNS loT Traffic: Queried Record Typ(

Queried
Record Type

|oT Devices

Mainly
address
resolution

w/ mDNS w/o mDN %B

A
AAAA
ANY
HTTPS
NS
PTR
SRV
TXT
Other

53.6% 4—75.8% a64.5% /

16.4% 23.5% 17.6%
8.2% — 1.7%
— —  91%

— —  0.7%
19.6% 0.3% 1.8%
1.0% —  0.4%
1.2% 0.1% 0.7%
<0.1% 03% 3.5%
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DNS loT Traffic: Queried Record Typ(

Queried loT Devices

Record Type w/mDNS w/o mDN %B

Mainly
address
resolution

Also
service
discovery &
information

A 53.6% 4—75.8% af4.5% /

AMAA 16.4% 235%  17.6%

ANY 8.2% — 17%

HTT — — 59.1%
M 0.7%
R 19.6% 0.3% 1.8%
sr—>1.0% — 04%
T 1.2% 0.1%  0.7%
Other  <0.1% 03%  3.5%
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DNS loT Traffic: Queried Record Typ( Mainly

Oiioriod InT Novicog address

n

« A/AAAA resolution is prevalent also in the loT
« Group OSCORE may offer solution for

encrypted DNS-SD

+ Unsolicited NS records increase response sizes
Ji = Should be avoided with DoC

INTOTTTTaTTOT I ouer U. 1% 0.3% 3.5%
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Outline

DNS over CoAP
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DNS over CoAP (Do()

* Just map the DoH
methods GET and
POST?
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DNS over CoAP (Do()

* Just map the DoH
methods GET and
POST?

HTTP
GET POST
Responses cacheable v/ X
Application data carried in body ¥ v
Block-wise transferable query X v
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DNS over CoAP (Do()

* Just map the DoH

CoAP
methods GET and HTTP
POST? GET POST FETCH
* FETCH method in CoAP: Responses cacheable X v
best of both worlds Application data carried in body % v v
(RFC 8132) Block-wise transferable query ~ x v v
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DNS over CoAP (DoC): Example Query

FETCH request

DoC 'Doc [T DNS
Client | CoAPresponse | Server | Infrastructure
DNS over CoAP DNS over UDP/HTTPS/QUICY...
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DNS over CoAP (DoC): Example Query

FETCH coap://doc.example/
Content-Format: application/dns-message
(What is AAAA for “example.org”)

FETCH request

N (S T
DoC I DoC DNS
Client |, CoAPresponse | Seryer Infrastructure
| eIVer il
Y~ Y~
DNS over CoAP DNS over UDP/HTTPS/QUIC/...
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DNS over CoAP (DoC): Example Query

’ (What is AAAA for “example.org”) ‘

FETCH request \

DoC 1 Doc DNS
Client | CoAPresponse | Server | Infrastructure
DNS over CoAP DNS over UDP/HTTPS/QUICY...
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DNS over CoAP (DoC): Example Query

’ (AAAA for “example.org” is 2001:db8: : 1, TTL: 3600) ‘

FETCH request

DoC I Doc [ NU T DNS
Client | CoAPresponse | Server | '\ Infrastructure
DNS over CoAP DNS over UDP/HTTPS/QUICY...
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DNS over CoAP (DoC): Example Query

2.05 Content
Content-Format: application/dns-message
(AAAA for “example.org” is 2001:db8: : 1, TTL: 3600)

FETCH requ /

DoC Doc [ T DNS
Client | CoAPresponse | Server | Infrastructure
DNS over CoAP DNS over UDP/HTTPS/QUICY...
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Outline

Evaluation
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Evaluation Setup: DNS Transfer Protocol
Comparison

+ Client 1 and 2 query records for names of
length 24 chars (median of loT data) via

Rt Sfdlas - o

- COAP (unencrypted)
- CoAPSv1.2 (CoAP over DTLSv1.2)
loT - OSCORE

Domain
* 50 A and AAAA records each
orwarder Border Resolver/ (mostin loT data)
Router  Server  « Pojsson distribution: A = 5 queries / sec

* 10 runson loT-nodes (incl. border router):
Cortex-M3 with |IEEE 802.15.4 radio

Client 1

Client 2
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M.S. Lenders, C. AmsUss, C. Glindogan, M. Nawrocki, T.C. Schmidt, M. Wahlisch Slide 19 of 27
Paris, ACM CoNEXT'23



Experiment: Resolution Time

DNS Transports CoAP Methods
—UDP —— CoAPSv1.2 - POST
DTLSv1.2 OSCORE GET
— CoAP

A record

10 20 30 40
Resolution time [s] Resolution time [s]
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Experiment: Resolution Time

DNS Transports CoAP Methods
—UDP —— CoAPSv1.2 - POST
DTLSv1.2 OSCORE
— CoAP
A record

0.0 H

0 10 20 30 40 10 20 30 40
Resolution time [s] Resolution time [s]

Clear performance groups visible
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Experiment: Resolution Time

DNS Transports CoAP Methods
—UDP —— CoAPSv1.2 - POST
DTLSv1.2 OSCORE
— CoAP
A record

0 10 20 30 40 10 20 30 40
Resolution time [s] Resolution time [s]

Group 1
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Experiment: Resolution Time

DNS Transports CoAP Methods
—UDP —— CoAPSv1.2 - POST
DTLSv1.2 OSCORE
—— CoAP

A record

0 10 20 30 40 10 20 30 40
Resolution time [s] Resolution time [s]

Group 2
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Experiment: Resolution Time

DNS Transports CoAP Methods
—UDP ——CoAPSv1.2| | - POST
DTLSv1.2 OSCORE GET
—— CoAP

A record

3 10 20 30 40
Resolution time [s] Resolution time [s]

Group 3
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Experiment: Resolution Time

DNS Transports CoAP Methods
—UDP —— CoAPSv1.2 POST
DTLSv1.2 OSCORE

— CoAP

A record
1.0

E I
80.54.

0.0 . roverer
0 10 20 30 40 10 20 30 40
Resolution time [s] Resolution time [s]

Where do performance
groups come from?
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Experiment: Resolution Time & Packet Sizes

Packet size == L2 max. frame size

w 4 UDP
DNS Transports CoAP Methods fi 192
——UDP ——CoAPSv12 POST %gg: _____________ e
DTLSv1.2 OSCORE S
7 967
—— CoAP © 6ad
g
A record s 324
=

0 T T T T
Query [F/P] Query [G] Resp. (A)Resp. (AAAA)

0.0 AR WAL SRR RALRLAALL R

20 30 40 10 20 30 40
Resolution time [s] Resolution time [s]
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Experiment: Resolution Time & Packet Sizes

Packet size == L2 max. frame size

w 4/ UDP
DNS Transports CoAP Methods £ 192
—uDP —CoAPSv12 POST &igg: ____________ ]
DTLSv1.2 OSCORE 8
& 969
—— CoAP Y 649
g
A record 8
=

w
[=3N )
!

Query [F/P] Querly [G] Resp. (A)Resp. (IAAAA)

0 10 20 30 40 10 20 30 40
Resolution time [s] Resolution time [s]
Group 1

No message fragmentation
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Experiment: Resolution Time & Packet Sizes

Packet size == L2 max. frame size

DNS Transports CoAP Methods

—UDP —— CoAPSv1.2 - POST
DTLSv1.2 OSCORE
——CoAP
A record

0 10 20 30 40 10 20 30 40
Resolution time [s] Resolution time [s]

Group 2
Query unfragmented
Response fragmented

UDP

CoAP

Query [F/P] Querly [G] Resp. (A)Resp. (AAAA)
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Experiment: Resolution Time & Packet Sizes

DNS Transports CoAP Methods

—UDP ——CoAPSv1.2| | - POST
DTLSv1.2 OSCORE GET

——CoAP

A record

Packet size == L2 max. frame size

81924
%160
%

e
—
8]
oo

DTLSv1.2

©
(=]
1

64

Frame Siz

10 20 30 40 10 20 30 40
Resolution time [s] Resolution time [s]

Group 3
Both messages fragmented

e [bytes
[
N o ©
@ 3

Lol

T
CoAPSv1.2

96

OSCORE

Frame Size [bytes] Frame Siz

QuelryI [F/P] Querly [G] Resp{ (A)Resp. (IAAAA)
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Experiment: Resolution Time & Packet Sizes

Packet size == L2 max. frame size

DNS Transports CoAP Methods Glo24 DTLEVL2

——UDP ——CoAPSv1.2 - POST £
DTLSv1.2 OSCORE GET
—— CoAP

A record

] Frame Siz

1.0

T
CoAPSv1.2

es

J

©

]
!

e [by
e
N D
oo O

1

m e
80.5—_ =)
96
64
32
0 T T T T
1924 OSCORE
1604

128 et e e
96
64
32

Resolution time [s] Resolution time [s]

= Fragmentation has larger
impact on performance compared
to transfer protocol or CoAP method

Frame Size [bytes] Frame Siz

O T T T T
Query [F/P] Query [G] Resp. (A)Resp. (AAAA)
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Memory Consumption

ROM build size
[kBytes

RAM build size
[kBytes

60 T
ﬁ50_ I

sock DTLS ##44DNS (w/o GET) Il DNS (GET overhead)
I CoAP OSCORE HE Application # 44 CoAP example app

=N Wk Oto =N Wk
OO OO OO0 OO O oo
1 1 1 1 1 1 1 1

___ —

2 2
o S (‘\)E,\IX QOP& - ngxl\' OSCOQS’
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Memory Consumption

Q 60 rrsrrsl
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= Fa0-
B §30' s sy
= 1
& 107
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8 gg: sock DTLS ##44DNS (w/o GET) Il DNS (GET overhead)
é $40- I CoAP OSCORE HE Application # 44 CoAP example app
2 230

9]

= 20
2 104
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)4 2 N 2 )
0,‘\,5 @ COPg% 05()
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Memory Consumption

60 T
ﬁ50_ I

'I’I’I‘ IIIIII IIIIII IIIIII r”””

ROM build size
[kBytes

sock DTLS ##44DNS (w/o GET) Il DNS (GET overhead)
I CoAP OSCORE HE Application # 44 CoAP example app

RAM build size
[kBytes

=N Wk Oto =N Wk
OO OO OO0 OO O oo
—_ 1 1 1 1 1 1 1 1
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Memory Consumption
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Iy IIIIIIJ IIIIII Yy
I

ROM build size
[kBytes

sock DTLS ##44DNS (w/o GET) Il DNS (GET overhead)
I CoAP OSCORE HE Application # 44 CoAP example app
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N co COP;;% o=C

RAM build size
[kBytes

=N Wk Oto =N Wk
OO OO OO0 OO O oo
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Memory Consumption

—

ROM build size
[kBytes

RAM build size
[kBytes

60
50

|

TV

=N Wk Oto =N Wk
OO OO OO0 OO O oo
—_ 1 1 1 1 1 1 1 1

"’I’”‘
sock DTLS ##44DNS (w/o GET) Il DNS (GET overhead)
I CoAP OSCORE HE Application # 44 CoAP example app

Securing Name Resolution in the loT: DNS over CoAP
M.S. Lenders, C. AmsUss, C. Glindogan, M. Nawrocki, T.C. Schmidt, M. Wahlisch

Paris, ACM CoNEXT'23

Slide 21 of 27



Memory Consumption
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Memory Consumption
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* DNS over OSCORE:
- Smallest RAM and ROM footprint when CoAP already present
- Only half as much ROM as DTLS

+ DoC optimization: Abstract option handling in CoAP?
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Outline

Further Improvements
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DNS loT Traffic: Name Lengths

TIoT
<6
% Length of domain names [chars]
24
g Data set Min Max Mean Std. Dev. Median
Q2
e YourThings 2 83 245 9.7 24
! ! ! ! ! ! T T loTFinder 7 82 26.8 10.5 24
IXP MonloTr 9 83 27.1 14.7 23
loT total 83 259 1.3 24
IXP 0 68 26.1 1.7 25
L
T U U T T T T T
10 20 30 40 50 60 70 80
Name length [characters]
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Further Improvements
Concise DNS Message Representation
Constrained Networks, e.g., IEEE 802.15.4 with PDU of 127 bytes

Name
Length

(minimum)
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Further Improvements
Concise DNS Message Representation
Constrained Networks, e.g., IEEE 802.15.4 with PDU of 127 bytes

Name Message Link Layer PDU [bytes]
0 127 254
Length Type L
AAAA
T T T
7 bytes too long!
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Further Improvements
Concise DNS Message Representation
Constrained Networks, e.g., IEEE 802.15.4 with PDU of 127 bytes

Name Message Link Layer PDU [bytes]
0 127 254
Length Type L1
2 chars ] pesponse sLowPAN] 0 JONS
T T T T T
= Fragmentation
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Further Improvements
Concise DNS Message Representation

Constrained Networks,~-g,, , y bytes
Name Messa High penalties on ]
54

AAAA
Response

2
Length Type link layer fragmentation

= Fragmentation
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Further Improvements

q

cq

Concise DNS messages are needed

Media Type and Content-Format
(i.e., usable with both DoC and DoH)
https://datatracker.ietf.org/doc/draft-lenders-dns-cbor/

Objectives:

+ Concise encoding of DNS messages using existing implementation (CBOR)
+ Omits (redundant) DNS fields in DNS queries and responses
* Provides (optional) address and name compression using CBOR-packed

254
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Further Improvements
Concise DNS Message Representation
Constrained Networks, e.g., IEEE 802.15.4 with PDU of 127 bytes
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Conclusion & Future Work
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Conclusion & Future Work

Secure & privacy-friendly DNS is ready for the constrained loT:

+ DoCwith FETCH provides encrypted, cachable, and segmentable DNS

* En parin resolution time with existing UDP-based transfer protocols

+ OSCORE outperforms DTLS and CoAPS both in packet and memory size

Future Work:

+ Specify and evaluate concise DNS message format
(draft-lenders-dns-cbor)

+ Potential mDNS protection with Group OSCORE?
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Reproducible Research: Our Artifacts

* https://zenodo.org/record/8193681
* https://github.com/anr-bmbf-pivot/Artifacts-CoNEXT23-DoC

Standardization in IETF:
https://datatracker.ietf.org/doc/draft-ietf-core-dns-over-coap/
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loT DNS Traffic
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Name Length: More Statistical Properties

Length of domain names [chars]

Qs

Data set min max mode pu oc Q1 Qo
YourThings 83 31 245 9.7 18 24
loTFinder 82 24  26.8 10.5 20 24

30

30

loT total 83 24 259 13 19 24

30

2
7
MonloTr 9 83 18 27.1 147 18 23
2
0

IXP 68 17 261 1.7 17 25

33
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Comparison with QUIC
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Comparison with QUIC: Method

+ Point of Reference: Quant'
+ Memory Size: Quant & our requester application build for ESP32
+ Packet Size: Numerical evaluation based on RFC9000

"Lars Eggert. 2020. Towards Securing the Internet of Things with QUIC. In Proc. of 3rd NDSS
Workshop on Decentralized loT Systems and Security (DISS) (San Diego, CA, USA). Internet Society
(1SOCQ).
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Comparison with QUIC: Code Sizes

(0]
o

I DNS Transport (w/o UDP & Crypto)
Crypto (DTLS / TLS / OSCORE)
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1 1
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Comparison with QUIC: Additional Link Layer
Data

O-RTT packet 1-RTT packet
%28— %gg_ Compared DNS
5 ] e — Transports
E‘%%g— &%%8_ DTLSv1.2
21204 2120- CoAPSv1.2
E E OSCORE
=110 1104
A 100 £100-
90+ 90 DNS message type
80 1 1 1 1 1 1 1 80 T T T T T T ;Rdery A
4048 56 64 72 80 88 24 32 40 48 56 64 esponse (A)

QUIC header size [bytes] QUIC header size [bytes] Response (AAAA)
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Evaluation: Caching Approaches
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Caching Approaches
DoH-like

example.org,IN,AAAA

AAAA: 2001:db8::1,TTL=1800
NS: ns1.example.org, TTL=3600
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Caching Approaches
DoH-like

2.05 Content
ETag=0x7e, MA=1400

example.org,IN,AAAA

AAAA: 2001:db8::1,TTL=1400
NS: ns1.example.org,TTL=3200
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Caching Approaches
DoH-like ETag typically hash over payload

2.05 CM
ETag=0x7e, MA=1400

example.org,IN,AAAA

AAAA: 2001:db8::1,TTL=1400
NS: ns1.example.org,TTL=3200
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Caching Approaches
DoH-like

2.05 Content
ETag=0x4a, MA=1800

example.org,IN,AAAA

AAAA: 2001:db8::1,TTL=1800
NS: ns1.example.org, TTL=3600
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Caching Approaches
DoH-like
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Caching Approaches
DoH-like

2.05 Content
ETag=0x4a, MA=1800

example.org,IN,AAAA

AAAA: 2001:db8::1,TTL=1800
NS: ns1.example.org, TTL=3600

= Cache validation fails
on TTL changes
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Caching Approaches
DoH-like EOL-TTLs

2.05 Content
ETag=0x4a, MA=1800

example.org,IN,AAAA example.org,IN,AAAA
AAAA: 2001:db8::1, TTL=1800 AAAA: 2001:db8::1,TTL=1400
NS: ns1.example.org, TTL=3600 NS: ns1.example.org,TTL=3200

= Cache validation fails
on TTL changes
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Caching Approaches

DoH-like EOL-TTLs
2.05 Content 2.05 Content
ETag=0x4a, MA=1800 ETag=0x95, MA=1400
example.org,IN,AAAA example.org,IN,AAAA
AAAA: 2001:db8::1, TTL=1800 AAAA: 2001:db8::1, TTL=0
NS: ns1.example.org, TTL=3600 NS: ns1.example.org,TTL=0

= Cache validation fails
on TTL changes
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Caching Approaches

DoH-like EOL-TTLs
2.05 Content 2.05 Content
ETag=0x4a, MA=1800 ETag=0x95, MA=1800
example.org,IN,AAAA example.org,IN,AAAA
AAAA: 2001:db8::1, TTL=1800 AAAA: 2001:db8::1,TTL=0
NS: ns1.example.org, TTL=3600 NS: ns1.example.org,TTL=0

= Cache validation fails
on TTL changes
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Caching Approaches

DoH-like EOL-TTLs
2.05 Content 2.05 Content
ETag=0x4a, MA=1800 ETag=0x95, MA=1800
example.org,IN,AAAA example.org,IN,AAAA
AAAA: 2001:db8::1,TTL=1800 AAAA: 2001:db8::1,TTL=0
NS: ns1.example.org, TTL=3600 NS: ns1.example.org,TTL=0
= Cache validation fails = Decoupling of cache validation
on TTL changes from TTL changes
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Evaluation: Caching Approaches
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