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What is QUIC? 

● A transport protocol standardized in May 
2021 providing built-in encryption 

● UDP based but implements reliability and 
congestion control  

● QUIC connection can be maintained even 
when the source address changes 
because packets are linked to connections 
using connection IDs (CIDs) 

● Hides metadata from on-path observers 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Are passive measurements still a viable method? 
What can we learn about deployments? 

 
 

Given metadata-hiding and encryption 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Operators have strong feelings about active scanning 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Operators have strong feelings about active scanning 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… and may send love letters when scanned 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Our approach 
 

Analyze QUIC traffic at a network telescope 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Our approach 
 

Analyze QUIC traffic at a network telescope 
  Why QUIC? 

Broad adoption. 
(2025, 89% of Meta egress traffic is QUIC.) 
 
Exposes additional information  
(compared to UDP and TCP). 



Waiting for QUIC: Passive Measurements to Understand QUIC Deployments • Jonas Mücke et al. • Slide 9 

Our approach 

Analyze QUIC traffic at a network telescope 
Why QUIC? 
Broad adoption. 
(2025, 89% of Meta egress traffic is QUIC). 
 
Exposes additional information  
(compared to UDP and TCP). 

Why network telescope traffic? 
Passive, non-intrusive.  

Relatively easy to capture. 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Network telescopes capture scanner traffic 

Network telescopes capture unsolicited 
traffic to a silent prefix. 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Network telescopes capture backscatter to spoofed Initials 

Network telescopes capture unsolicited 
traffic to a silent prefix. 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Network telescopes capture traffic from misconfigured hosts 

Network telescopes capture unsolicited 
traffic to a silent prefix. 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Network telescopes capture backscatter to spoofed Initials 

Network telescopes capture unsolicited 
traffic to a silent prefix. 

 

 

QUIC backscatter consists of Initial, 
Handshake and 1-RTT packets. 

Whenever servers retransmit those 
messages, we gain timing information. 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Network telescopes capture backscatter to spoofed Initials 

Network telescopes capture unsolicited 
traffic to a silent prefix. 

 

 

QUIC backscatter consists of Initial, 
Handshake and 1-RTT packets. 

Whenever servers retransmit those 
messages, we gain timing information. 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Measurement method and setup 
Primary datasource 

 

 

 

 

 

1.7B QUIC packets 

/9 + /10 UCSD  
Network Telescope 

We identify … 

… servers of large content providers 

… configuration of QUIC servers 

… off-net servers 

… L7 loadbalancers/frontend clusters 

1 month per year 2021-2025 



Waiting for QUIC: Passive Measurements to Understand QUIC Deployments • Jonas Mücke et al. • Slide 16 

Measurement method and setup 
Verification (passive) 

 

 

 

 
 

➔ Verification of 
telescope observations 

Primary datasource 

 

 

 

 

➔ QUIC version 
➔ Initial RTO 
➔ # Retransmissions 
➔ Structured CIDs 
➔ L7 loadbalancers 

 

1.7B QUIC packets 

/9 + /10 UCSD  
Network Telescope 

24M QUIC Flows 

1 month per year 2021-2025  1 month per year 2024-2025 

CESNET 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Measurement method and setup 
Verification (passive) 

 

 

 

 
 

➔ Verification of 
telescope observations 

Primary datasource 

 

 

 

 

➔ QUIC version 
➔ Initial RTO 
➔ # Retransmissions 
➔ Structured CIDs 
➔ L7 loadbalancers 

 

Verification (active) 

 

 

 

 

➔ Verification of 
telescope observations 

➔ Extension of sparse 
data from the network 
telescope 

1 month per year 2021-2025 

1.7B QUIC packets 

/9 + /10 UCSD  
Network Telescope 

1 month per year 2024-2025 

24M QUIC Flows 

2022-2025 

20,000 connections/VIP 

CESNET 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Measurement method and setup 
Verification (passive) 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Primary datasource 

 

 

 

 

➔ QUIC version 
➔ Initial RTO 
➔ # Retransmissions 
➔ Structured CIDs 
➔ L7 loadbalancers 

 

Verification (active) 

 

 

 

 

➔ Verification of 
telescope observations 

➔ Extension of sparse 
data from the network 
telescope 

1.7B QUIC packets 

/9 + /10 UCSD  
Network Telescope 

24M QUIC Flows 

1 month per year 2021-2025  1 month per year 2024-2025  2022-2025 

20,000 connections/VIP 

CESNET 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Retransmission configurations of QUIC servers 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Retransmission configurations of QUIC servers 

Exponential backoff 

➔ Large content providers use exponential backoff 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Retransmission configurations of QUIC servers 

➔ Large content providers use exponential backoff 
➔ Initial RTOs between 0.1s and 1s.  
➔ # Retransmissions between 2-8 
➔ Details depend on the content provider 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QUIC Connection IDs (CIDs) 

XXXXXXX…XXXXXXX 
max. length 20 bytes (half Byte, Nybble) 

0 
 
f

…
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Structure of Server Connection IDs 

Cloudflare  Google  Meta  Other ASes 

XXXXXXX…XXXXXXX 
max. length 20 bytes (half Byte, Nybble) 

0 
 
f

…
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Structure of Server Connection IDs 
 

Cloudflare  Google  Other ASes Meta 

XXXXXXX…XXXXXXX 
max. length 20 bytes (half Byte, Nybble) 

0 
 
f

…
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Structure of Server Connection IDs 
 

Cloudflare  Google  Other ASes 

Google migrates to 
structured CIDs in 2023 

Meta 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Structure of Server Connection IDs 
 

Cloudflare  Google  Other ASes 

SCID Version 
Host ID 

Worker ID 
Process ID 

Google migrates to 
structured CIDs in 2023 

Meta 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Structure of Server Connection IDs 
 

Cloudflare  Other ASes 

Documented in Meta’s QUIC Implementation: 
SCIDv1, SCIDv2, SCIDv3 

Google migrates to 
structured CIDs in 2023 

Meta Google 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Migration to a new load balancer configuration 

➔ We observe the migration process of Meta from SCIDv1 to SCIDv2 entirely passively 

Time YY MM-DD [1d] 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Detecting off-net servers 

Fingerprint on-net deployments: 

● Typical packet lengths 
● Packet coalescence 
● Retransmission intervals 
● SCID structure 

SCID structure has the best F1 score 
to detect off-net deployments.  

Other properties also have high TPR, 
but an increased FPR.  

Verified by SANs in TLS certificates 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Hypergiant frontend cluster deployment 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How to collect all unique host IDs of a VIP 
 
➔ We probe Meta 

servers to determine 
the number of Host 
IDs (#L7LBs).  

➔ We connect 20,000 
times to each Meta 
IPv4 address.  

➔ We group the host IDs 
into frontend clusters. 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Meta cluster sizes per country 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Meta cluster sizes per country 

➔ Median cluster size in Asia is larger than on any other continent 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Meta cluster sizes per country 

➔ Median cluster size in Asia is larger than on any other continent 
➔ 29% of all host IDs in 2023 are contained in the telescope backscatter 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Conclusion 

More results in our paper, 
e.g., denial of service mitigations 

 

Network telescopes can provide details of large 
content provider deployments, even facing 
metadata-hiding protocols such as QUIC. 

Fingerprinting on-net deployments allows 
inference of off-net deployments at high accuracy. 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Conclusion 

Network telescopes can provide details of large 
content provider deployments, even facing 
metadata-hiding protocols such as QUIC. 

Fingerprinting on-net deployments allows 
inference of off-net deployments at high accuracy. 

 

More results in our paper, 
e.g., denial of service mitigations 

 

1 year of detailed QUIC flow data 
doi.org/10.5281/zenodo.17249078  




