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What is QUIC?

e A transport protocol standardized in May
2021 providing built-in encryption

e UDP based but implements reliability and
congestion control

e QUIC connection can be maintained even
when the source address changes
because packets are linked to connections
using connection IDs (CIDs)

e Hides metadata from on-path observers
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Given metadata-hiding and encryption

Are passive measurements still a viable method?
What can we learn about deployments?
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Operators have strong feelings about active scanning

‘@ INBOX - Alpine = o : ‘

File Edit Go Message Send Config Help

ALPINE 2.00 MESSAGE TEXT Folder: INBOX Message 104,839 of 108,030 ALL

Date: Sun, 19 Jun 2022 03:13:32 -0700 !
From: Ronald F. Guilmette <rfg@tristatelogic.com>

To: nanog@nanog.oryg

Subject: Scanning the Internet for Vulnerabilities

I would like to solicit the opinions of network operators on the practice
of scanning all of, or large chunks of the internet for known wvulnerabilities.

In earlier times, this was generally viewed as being distinctly anti-social
behavior, but perhaps attitudes have changed relative to earlier eras.
I would thus like to know how people feel about it now, in 2022.

Regards,
rfy

P.S. Just to be c¢lear, I personally have neither any desire nor any intent
to undertake such activity myself, nor am I in communiacation with any party
or parties that have such an intent or desire. I cannot however say that I
am unaware of any parties that may currently be involved in such activities.

[ Note: This message contains [EuGERREE AR GUEGT (S0 (GaEnl baers ymield |
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Operators have strong feelings about active scanning
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Subject: Scanning the Internet for Vulnerahilities

I would like to solicit the opinions of network operators on the practic
of scanning all of, or large chunks of the internet for known wvulnerabil

In earlier times, this was generally viewed as being distinctly anti-soc
behavior, but perhaps attitudes have changed relative to earlier eras.
I would thus like to know how people feel about it now, in 2022.

Regards,
rfyg
P.S. Just to be c¢lear, I personally have neither any desire nor any int
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... and may send love letters when scanned

Hello,

Stop this abusive host(s) (IP:_) of scanning my system(s).

The complete information to stop this abusive host(s)
(IP: ) is given ONLY by THIS report.
So don't ask further questions as THIS report gives you all informations in order to STOP this.

My systems are located within these ASNs:

The specific IPs are not given, as you do not need them.

See the attached firewall log, that is also given directly to LAW ENFORCEMENT AUTHORITIES.
(any times given in the logs are in UT()

AND any replies will be dropped/rf I do not care what you are up to, but I do not allow unsolicited security scans on my network.
- Doing Portscanning without pern 'OU @re yet another arsehole so-called security researcher, along with the thousands of others.

- My personality has nothing to s
-------------------------------- You are not to scan the following on any port:
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Our approach

Analyze QUIC traffic at a network telescope
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Our approach

Analyze QUIC traffic at a network telescope

Why QUIC?
Broad adoption.
(2025, 89% of Meta egress traffic is QUIC.)

Exposes additional information
(compared to UDP and TCP).
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Our approach

Why network telescope traffic?
Passive, non-intrusive.
Relatively easy to capture.

Analyze QUIC traffic at a network telescope

Why QUIC?
Broad adoption.
(2025, 89% of Meta egress traffic is QUIC).

Exposes additional information
(compared to UDP and TCP).
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Network telescopes capture scanner traffic

Scanners

Network Telescope
(e.g., 19 prefix)
Internet

Network telescopes capture unsolicited
traffic to a silent prefix.
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Network telescopes capture backscatter to spoofed Initials

Scanners

N

IP Address
Spoofing -

N

Network Telescope
(e.g., 19 prefix)

Spoofer Victim

Internet

Network telescopes capture unsolicited
traffic to a silent prefix.
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Network telescopes capture traffic from misconfigured hosts

Scanners

N

IP Address
Spoofing

Spoofer 2 Victim
X

] Internet

Misconfigured or
compromised hosts

N

Network Telescope
(e.g., 19 prefix)

Network telescopes capture unsolicited
traffic to a silent prefix.
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Network telescopes capture backscatter to spoofed Initials

ﬁ Client |._. .. . Server
Scanners ' Initial: DCID=51, SCID=C1 -
IP Address Initial: DCID=C1l, SCID=S2 =
=poofing o_Handshake: DCID=C1, SCID=52 2
Spoofer ?:_ At Network Telescope Tg
~ (e.g., 19 prefix) ()

& Initial: DCID=C1, SCID=S2 =

NG Internet | Handshake: DCID=C1, SCID=52 ’fc.é

@

(optional)

QUIC backscatter consists of Initial,
Handshake and 1-RTT packets.

Whenever servers retransmit those
messages, we gain timing information.

Network telescopes capture unsolicited
traffic to a silent prefix.

< TUD Waiting for QUIC: Passive Measurements to Understand QUIC Deployments « Jonas Mucke et al. « Slide 13



Network telescopes capture backscatter to spoofed Initials

Scanners

N

IP Address
Spoofing

2 Victim

‘

< .

Spoofer

Network telescopes capture unsolicited

traffic to a silent prefix.

L TUD

Internet

N

Network Telescope
(e.g., 19 prefix)

Client} .1ia1. DpCID=51, ScID=cilS€LYer
Initial: DCID=C1, SCID=S2 %

k Handshake: DCID=C1, SCID=S2 i%
S

Initial: DCID=C1, SCID=S2 .

| _Handshake: DCID-C1, SCID=52 £
@

Handshake and 1-RTT packets.

Whenever servers retransmit those
messages, we gain timing information.
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(optional)



Measurement method and setup

Primary datasource

e

/9 + /10 UCSD
Network Telescope ... servers of large content providers

We identify ...

.. configuration of QUIC servers

.. off-net servers

.. L7 loadbalancers/frontend clusters

1 month per year 2021-2025

1.7B QUIC packets
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Measurement method and setup

Primary datasource Verification (passive)

!
NREN Internet
CESNET

/9 + /10 UCSD

Network Telescope et
QUIC Flow

Collector

QUIC version g e
Initial RTO = Verification of

# Retransmissions telescope observations

Structured CIDs
L7 loadbalancers

20 2

1 month per year 2021-2025| |1 month per year 2024-2025

1.7B QUIC packets
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Measurement method and setup

Primary datasource Verification (passive) Verification (active)

S
NREN Internet

CESNET

/9 + /10 UCSD Meta
Network Telescope — QUIC Servers
QUIC Flow
= QUIC version o C,Ollecmr - Verification of
- Initial RTO > Verificationof telescope observations
- # Retransmissions telescope observations  , pytension of sparse
-> Structured CIDs data from the network
- L7 loadbalancers telescope
1 month per year 2021-2025| |1 month per year 2024-2025 2022-2025

1.7B QUIC packets 20,000 connections/VIP

< TUD Waiting for QUIC: Passive Measurements to Understand QUIC Deployments « Jonas Mucke et al. * Slide 17



Measurement method and setup

Primary datasource Verification (active)
@ —@ Qavuic
NREN Internet >
CESNET <
/9 + /10 UCSD Probe Meta
Network Telescope — QUIC Servers
QUIC Flow
= QUIC version Collector - Verification of
- Initial RTO telescope observations
- # Retransmissions - Extension of sparse
- Structured CIDs data from the network
- L7 loadbalancers telescope
1 month per year 2021-2025| |1 month per year 2024-2025 2022-2025

1.7B QUIC packets 20,000 connections/VIP
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Retransmission configurations of QUIC servers

—— Cloudflare — Google — Meta Meta off-net = —— Others

QUIC Connections [%]
S
u

00 08 16 24 3.2 40 48 56 6.4 72 80 88 96 104 112 120 12.8
Time between first Initial/Handshake Packets and subsequent Initial/Handshake Packets [s]
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Retransmission configurations of QUIC servers

18(5) Cloudflare — Google — Meta Meta off-net = —— Others
75
60
45
30
15

QUIC Connections [%]

0.0 08 1.6 24 32 40 48 56 64 72 80 88 96 104 112 120 12.8
Time between first Initial/Handshake Packets and subsequent Initial/Handshake Packets [s]

- Large content providers use exponential backoff
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Retransmission configurations of QUIC servers

105
90 —— Cloudflare — Google — Meta Meta off-net = —— Others

J

QUIC Connections [%]

0.0 08 16 24 3.2 40 48 56 6.4 72 80 88 96 104 112 120 12.8
Time between first Initial/Handshake Packets and subsequent Initial/Handshake Packets [s]

Large content providers use exponential backoff
Initial RTOs between 0.1s and 1s.

# Retransmissions between 2-8

Details depend on the content provider

L
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QUIC Connection IDs (CIDs)

9
]é

(half Byte, Nybble) | max. length 20 bytes
KXXXXKX . XXKXXXX
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Nybble Value

Structure of Server Connection IDs

Cloudflare Google Meta
0-1 - = e | A
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4- -B - - HBE -B
5 = -] - | | -
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7 - -H - H Em -n
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9.- -H . mjm| [l -
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b - N - i B -
¢- . - i/ L .
d- -B = - HR . -H
&~ N - ECE B .
f“I"I"I“l"l"l''I"I"I"I"I"I"I"I —!' I ' I ' ] ! 1 ' 1 ' ] ' 1 ' —I ' I-F-I ' I-I ' I ' ] ' —I
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0
f
(half Byte, Nybble) | max. length 20 bytes
XXXXXXXK. L XXXXXXX
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Nybble Value

Structure of Server Connection IDs

Cloudflare Google ta
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Nybble Value

Structure of Server Connection IDs

Cloudflare Google Meta Other ASes

-1 -H - HEEET = N EEE 0.5

. -H -  HEER ~ HEEN 0.3

. -H -  HEEE . | :

2 -0 . N | H EEE - 0.2

8 -H - . | HEEEEE = - 0.1

A -H - CEE E 1 N - 0.064

g -H B H BN [ [ - - 0.063

% -H - | =l - EEEEENE [

- -l - 1 e = - NEEEEEE 0.05
b - -H = S Cl - HER m -0.04
€= -H = Ci Cl -3 HEE o - 0.03
d- -H = [mm O -3 HEN i - 0.02
e- -H = oo = - HENR N | 0.01
f-l-'|''|Hn-'|-'|-'|'-|"|-'|-'|--|'-|--u (i I ! T B /e R RGO SRR T AN ke MR RERr Fai -I ! |---| |["""‘]‘| ! IS M) B -n -l--!-“ F- UG Y 0
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Cloudflare Nybble Index Google Nybble Index Meta Nybble Index Others Nybble Index

Google migrates to
structured CIDs in 2023
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Nybble Value

~DONTOOOCONOUIAWNKFO

Structure of Server Connection IDs

Cloudflare Google Meta
-1 -H = -
-1 . | - -
. - - -g
. -H - -l
- -H - -l
i -H - -
= -H = ‘A
= -H = -H
& _. & =
= _. = N
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- -H = -A
i i i | ]
036 912151821242730333639 ¢ 2 4 6 8 10 12 14 § 2[4 6 s[1h 1214 o
Cloudflare Nybble Index Google Nybble Index Meta Nybblg¢ InHex
Process ID
Google migrates to Worker 1D
structured CIDs in 2023 Host ID
SCID Version
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Nybble Value

~DONTOOOCONOUIAWNKFO

Structure of Server Connection IDs

Cloudflare Google Meta Other ASes
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0 3 6 912151821242730333639 2 4 6 8 10 12 14 8| 1p 12 14 0 2 4 6 8 10 12 14
Cloudflare Nybble Index Google Nybble Index Meta Nybbl¢ Index Others Nybble Index
Google migrates to Documented in Meta’s QUIC Implementation:
structured CIDs in 2023 SCIDv1, SCIDv2, SCIDv3
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Migration to a new load balancer configuration
1|= SCIDv1
- SCIDv2 TN /\

2023 2023 2023 2023 2023 2023 2023 2023 2023
07-14 07-16 07-18 07-20 07-22 07-24 07-26 07-28 07-30

Time YY MM-DD [1d]

[

(2,

o
I

Connections [%]

N B O
00 Q O O
T B L. |

> We observe the migration process of Meta from SCIDv1 to SCIDv2 entirely passively
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Detecting off-net servers

Fingerprint on-net deployments: Fy-score

e Typical packet lengths Classifier 2022 2023 2024 2025
o Packet coalescence Meta Off-net SCIDvl 098 0.98 - -

e Retransmission intervals Meta Off-net SCIDv?2 _ _ 098 0.99
e SCID structure Google SCIDv1 0.17 089 079 0.77
SCID structure has the best F, score Google SCIDv2 0.12 038 0.8 0.78

to detect off-net deployments.

Verified by SANs in TLS certificates

Other properties also have high TPR,
but an increased FPR.
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Hypergiant frontend cluster deployment

+ (4 VIPX | (6) Content
» actively used? - : available?

(1) A record: L \/

' request q\Q

""""" L4LB L7LB (VIP X, Host ID 1)
&

. L4LB L7LB (VIP X, Host ID 2)
Client T (3) Equai-cost " (5) Consistent

multipath (ECMP)' hashing (5-tuple)
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How to collect all unique host IDs of a VIP

> We probe Meta

servers to determine . @VIPX " (6) Content
, actively used? . : available?
the number of Host

IDs (#L7LBs).
- We connect 20,000 L7LB (VIP X, Ho:
times to each Meta A
IPv4 address. (@) HTTP request \ & ™
L foVIPX T
) outer
> We group the host IDs el T (3) Equal-cost [* 7 (5) Consistent
into frontend clusters. ‘multipath (ECMP):! ' hashing (5-tuple)
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Meta cluster sizes per country
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Meta cluster sizes per country
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- Maedian cluster size in Asia is larger than on any other continent
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Host IDs [#]

Meta cluster sizes per country
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- Median cluster size in is larger than on any other continent

= 29% of all host IDs in 2023 are contained in the telescope backscatter
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Conclusion

Network telescopes can provide details of large More re;ults in our paper,
content provider deployments, even facing e.g., denial of service mitigations
metadata-hiding protocols such as QUIC.
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Conclusion
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