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NDN Public Key Management NDN PKM

NDN Technical Report – 2015

/ndn/edu/ucla/alice/KEY/0x01/0x0A

Identity

Denotes both Certificate owner

and the namespace it controls

Key ID Version

Delegation: Alice signs the key of delegatee,

e.g., /ndn/edu/ucla/alice/c64
/KEY/<KeyID>/<Version>

Certificate revocation: Alice publishes a
new packet signed with revoked key,

e.g., /ndn/edu/ucla/alice/
/KEY/0x01/0x0A/REVOKED

Signature revocation: regular signature status,
e.g., /ndn/edu/ucla/alice/

/SigStatus/<HASH>/<TS>

Structure: Hierarchical

Allocation:
↪→ Granularity: Subspace

↪→ Cardinality: 1 − n

↪→ Persistence: Transient

↪→ Security: TA Signature

↪→ Delegability: ✓

Governance:
↪→ Scope: Local

↪→ Organization: Centralized

Trust Model: Hierarchical

Key Management:

↪→ Issuance: Namespace Principal

↪→ Distribution: Owner / cert hosts

↪→ Storage: Owner

↪→ Rollover: ✘

↪→ Revocation: Owner

Namespace Management

Public Key Management
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Trust Schema

ACM ICN ’15

Challenges:
Key Revocation is not explicitly defined

No a priori known authentication paths can

be used for availability attacks

No possibility of delegation

No synchronization between data and

corresponding trust schema

Structure: Hierarchical

Allocation:
↪→ Granularity: Arbitrary

↪→ Cardinality: 1 − n

↪→ Persistence: Permanent

↪→ Security: TA Signature

↪→ Delegability: ✘

Governance:
↪→ Scope: Local

↪→ Organization: Centralized

Trust Model: Hierarchical

Key Management:

↪→ Issuance: Designated CA

↪→ Distribution: Owner

↪→ Storage: Owner

↪→ Rollover: ✘

↪→ Revocation: ✘

Namespace Management

Public Key Management

8 / 11



NDNSSEC

ACM ICN ’19

https://ietf.org/alice/cv.pdf

ndn:///org/ietf/alice/cv.pdf

Structure: Hierarchical

Allocation:
↪→ Granularity: Subspace

↪→ Cardinality: 1 − n

↪→ Persistence: Transient

↪→ Security: DNSSEC PKI

↪→ Delegability: ✓

Governance:
↪→ Scope: Global

↪→ Organization: Centralized

Trust Model: Hierarchical

Key Management:
↪→ Issuance: DNS Zone owner

↪→ Distribution: Owner / DNS

↪→ Storage: Owner

↪→ Rollover: ✓

↪→ Revocation: Issuer

Namespace Management

Public Key Management
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NDNSSEC

ACM ICN ’19

Challenges:
Complex maintenance of trust chains

Poor scalability performance (all keys are

fetched and validated at once)

Reliance on DNS transport
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Identity-based Trust

IBC: IEEE ICNP ’11 / HIBC: IEEE WETICE ’17
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Governance:
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Key Management:
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↪→ Distribution: NA

↪→ Storage: Owner / PKG

↪→ Rollover: ✘

↪→ Revocation: ✘

Namespace Management
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- Security is based on custom PKIs

Public Key Management
- Bootstrapping procedures and renewal and

revocation schema are open problems
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